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Data protection declaration  

for private individuals based on the EU General Data Protection Regu-
lation (GDPR) and Data Protection Act (DPA) 

The following data privacy notice is intended to provide you 

with an overview of the processing of the personal data held 

at our company and the resulting rights under the new Gen-

eral Data Protection Regulation of the EU (GDPR) and the 

Data Protection Act (DPA). Which data are processed spe-

cifically and the way in which they are used depends 

essentially on the services and products to be provided or 

agreed. Our company is legally committed to protecting 

your privacy and to a duty of confidentiality and for this rea-

son implements a large number of technical and 

organisational data protection policies in relation to all data 

processing operations of personal data. 

Within the context of our business relationship we are reliant 

upon processing personal data which are required for open-

ing and implementing the business relationship and for 

complying with the related statutory or contractual obliga-

tions as well as for providing services or executing orders. 

Without these data we will generally not be in a position to 

enter into or maintain a business relationship, process an or-

der or offer services and products. 

Should you have any questions about particular data pro-

cessing or want to exercise your rights, as described below 

under point G), please contact:   

Responsible controller:  

Livalor Asset Management Ltd.  

Schmedgass 6, 9490 Vaduz / Liechtenstein  

Telefon: +423 239 76 30 

E-Mail:  info@livalor.com 

Contact details of the data protection officer: 

Livalor Asset Management Ltd.  

Data Protection Officer (Datenschutzbeauftragter) 

Schmedgass 6, 9490 Vaduz / Liechtenstein  

E-Mail: datenschutzbeauftragter@livalor.com  

A) Which data are processed (categories of data) and from 

which sources do they originate (source)?   

We collect and process personal data that we obtain within 

the context of our business relationship with our clients. Per-

sonal data may be processed at every stage of a business 

relationship and differ according to the group of people 

concerned.  

As a basic principle, we process personal data that are 

made available to us by you through contracts, forms, your 

correspondence or other documents submitted. Insofar as is 

necessary for the provision of a service, we also process per-

sonal data that are generated or transmitted as a result of 

the use of products or services or that we have duly ob-

tained from third parties (e.g. a trust company, law firms, tax 

advisors, sales partners), from public agencies (e.g. sanc-

tions lists, World-Check data). Finally, personal data from 

publicly available sources (e.g. registers of companies for 

associations, press, internet) may be processed.  

In addition to client data, we also process, if applicable, 

personal data of other third parties involved in the business 

relationship, such as for example data of authorized agents, 

representatives, legal successors or beneficial owners of a 

business relationship. We request that you also inform possi-

ble third parties of this data privacy notice. 

We use the term „personal data“ to refer to the following 

categories of data in particular:  

• Personal details (e.g. name, date of birth, nationality, other 

identifying data)  

• Address and contact details (e.g. physical address, tele-

phone number, e-mail address)  

• Identification data (e.g. passport or identity card data) and 

authentication data (e.g. specimen signature)  

• Data from public sources (e.g. tax number)  

• Information on services and products used (e.g. investment 

experience and investment profile, data concerning exe-

cuted trans-actions)  

• Information on composition of household and relationships 

(e.g. information on spouses or partners and further family 

information, authorized signatories, legal representatives)  

• Information about the financial characteristics and the fi-

nancial situation (e.g. portfolio and account numbers, 

origin of assets)  

• Information on professional and personal background (e.g. 

professional activity, hobbies, wishes, preferences)  

• Technical data and information on electronic communica-

tion with us (e.g. records of accessing of services or 

changes)  

• Image and audio files (e.g. video or telephone recordings)  

B) For what purposes and on what legal basis are your data 

processed?   

We process personal data in accordance to the provisions of 

the GDPR and the DPA for the following purposes and on the 

following legal bases (Art. 6 (1) GDPR):  

• For the performance of a contract or in order to take steps 

prior to entering into a contract within the context of provid-

ing and brokering portfolio management services, 

investment advisory and other financial services, which 

may be provided by an asset management company. The 

purposes for data processing are primarily determined by 

the specific service or product (e.g. securities) and can in-

clude needs analyses, advisory, portfolio management 

and administration and the execution of transactions, 

among other things. 

• For compliance with a legal obligation or in the public in-

terest, in particular to adhere to statutory and supervisory 

requirements (e.g. to adhere the GDPR, the DPA, the asset 

management act, due diligence and anti-money launder-

ing provisions, market abuse provisions, tax laws and 

agreements, control and reporting obligations, risk man-

agement. Should you not make the necessary data 

available to us, we have to fulfil respective regulatory du-

ties and might be forced to cease the business relationship. 

• For the purposes of the legitimate interests pursued by us or 

a third party for specifically defined purposes, in particular 

for determining product development, marketing and ad-

vertising, business and risk control, reporting, statistic and 

planning, prevention and solution of criminal offences, 

video monitoring to allow or deny access to the premises 

and the aversion of danger, telephone recordings.  

• Based on your consent, which you gave to us in order to 

provide portfolio management services or on the basis of 

instructions, such as for example the disclosure of data to 

service providers or contracting parties of the asset man-

agement company. You have the right to withdraw your 
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consent at any time. This shall also apply to the withdrawal 

of declarations of consent that we received before the ap-

plication of the GDPR, i.e. before 25 May 2018. The with-

drawal of consent shall only be effective for the future and 

shall not affect the lawfulness of data processed before the 

withdrawal of consent. 

We reserve the right to further process personal data that 

have been collected for one of the above purposes for the 

other purposes too if this is consistent with the original pur-

pose or permitted or provided for by law (e.g. reporting 

obligations). 

C) Who obtains access to personal data and how long are 

they stored for? 

Bodies both within and outside Livalor Asset Management 

Ltd. may obtain access to your data. Within Livalor, only bod-

ies or employees may process your data if they required 

them to comply with our contractual, statutory and supervi-

sory obligations and to protect legitimate interests. Based on 

the respective legal provisions, other companies, service pro-

viders and vicarious agents may also obtain personal data 

for these purposes. Processors may be companies in the cat-

egories portfolio management services, distribution 

agreements, IT services, logistics, printing services, advisory 

and consulting, and distribution and marketing. Furthermore, 

recipients of your data in this context may be other banks 

and financial service institutions to whom we transfer per-

sonal data for implementing the business relationship (e.g. 

custodian banks, brokers, stock exchanges, information 

agencies). 

Where there is a statutory or supervisory obligation, public 

agencies and institutions (e.g. supervisory authorities and tax 

authorities) may also receive your personal data.  

Data are only transferred to countries outside the EU or EEA 

and Switzerland provided this is necessary: 

- for the implementation of pre-contractual measures or for 

the performance of a contract, the provision of services or 

processing of orders (e.g. execution of securities transac-

tions) 

- you have given us your consent (e.g. for client services by 

another company) 

- it is necessary for important reasons of public interest (e.g. 

on the basis of money laundering prevention) or 

- is required by law (e.g. transaction reporting obligations un-

der MiFIR). 

We process and store the personal data throughout the du-

ration of the business relationship provided certain data are 

not subject to shorter retention periods. It should be noted 

that our business relationships can last for years. In addition, 

the storage period is determined according to the necessity 

and purpose of the respective data processing. If the data 

are no longer required for compliance with contractual or 

statutory obligations or to safeguard our legitimate interests 

of those of third parties (achievement of the purpose) or if 

granted consent is withdrawn, they are erased periodically, 

unless further processing or storage is necessary on the basis 

of contractual or statutory retention periods and obligations 

of documentation or on the grounds of preserving evidence 

for the duration of the applicable statute of limitations. 

D) Is automated decision-making, including profiling, carried 

out? 

As a basic principle, our decisions are not based solely on 

automated processing of personal data. If we do use these 

types of procedure in individual cases, we shall inform you 

separately, according to the provisions by law. 

E) Use of our Website 

In addition to the above stated, we inform you as follows on 

the use of cookies, analytics/tracking or other technologies 

in connection with the use of our website: 

If the website is used for merely informational purposes (i.e. if 

you do not log in, register or otherwise transmit information), 

we do not collect any personal data with the exception of 

data that your browser transmits to enable you to use the 

website. This may include, in particular, the following data: 

• IP address 

• Date and time of the query 

• Time zone difference relative to Greenwich Mean Time 

(GMT) 

• Contents of the request (specific page) 

• Status of access/HTTP status code 

• Volume of data transferred each time 

• Website from which the request is made 

• Browser used 

• Operating system and its interface 

• Language and version of browser software 

Our website uses cookies. These are small text files that are 

stored on your terminal with the help of the browser. Cookies 

do not cause any damage. 

We simply use them to make our offers more user-friendly. 

Some cookies remain stored on your terminal until you delete 

them. They enable us to recognise your browser when you 

next visit. 

If you do not wish this, you may set your browser to notify you 

on the placement of any cookies and to enable you to ac-

cept them on a case-by-case basis only. However, we would 

like to point out that in this case, you may potentially not be 

able to use all of the functions of our website. 

We analyse the use of our website with the open source web 

analysis tool Matomo (formerly Piwik; privacy policy available 

under https://matomo.org/privacy-policy/). For this purpose, 

however, automatically collected IP addresses are anony-

mised before evaluation. All generated analyses are 

therefore based on anonymised data records and no per-

sonal evaluation takes place. The sole purpose of web 

analysis is to optimise the website in terms of user-friendliness 

and to provide useful information about our services. This 

data is not merged with other personal data sources or for-

warded to third parties. 

In addition to the aforementioned data, Matomo also uses 

so-called “cookies” (see above). 

 

You may choose to prevent this website from ag-

gregating and analyzing the actions you take 

here. Doing so will protect your privacy, but will 

also prevent the owner from learning from your 

actions and creating a better experience for you 

and other users. 

You are not opted out. Uncheck this box to opt-

out. 

 

If you complete a contact form or send us an email or an-

other type of electronic message, your information will be 

used solely for the processing of your enquiry and any possi-

ble further associated questions and saved and processed 
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only within the framework of the enquiry. Once your enquiry 

has been dealt with, we will delete your email address. 

F) Data protection in the case of applications and in the ap-

plication process 

We collect and process personal data from applicants for 

the purpose of carrying out the application process. Pro-

cessing may be made on paper or also electronically by 

means of e-mail. If the process results in conclusion of an em-

ployment contract with an applicant, the personal data 

received to conclude the employment relationship will be 

processed in compliance with the legal requirements. Other-

wise, the application documents will be erased three months 

following a rejection, unless there are legitimate interests on 

our part for not erasing the documents, such as in connec-

tion with a burden of proof in relation to equal treatment. 

G) What data protection rights do you have? 

You have the following data protection rights with regard to 

your personal data (Art. 15 to 21 GDPR):  

- Right of access: You may obtain from us information as to 

whether and to what extent personal data concerning you 

are being processed (e.g. categories of personal data 

concerned, purpose of processing etc.).  

- Right to rectification, erasure and restriction of processing: 
You have the right to obtain the rectification of inaccurate 

or incomplete personal data concerning you. In addition, 

your personal data must be erased if these data are no 

longer necessary in relation to the purposes for which they 

were collected or processed, you have withdrawn your 

consent or these data are being unlawfully processed. Fur-

thermore, you have the right to obtain restriction of 

processing.  

- Right of withdrawal: You have the right to withdraw your 

consent for the processing of your personal data for one or 

more specific purposes at any time if processing is based 

on your explicit consent. This shall also apply to the with-

drawal of declarations of consent that were submitted 

before the application of the GDPR, i.e. before 25 May 

2018. Please note that the withdrawal of consent is only ef-

fective for the future. Processing that was carried out 

before the withdrawal is not affected. The withdrawal does 

not have any effect on data processing based on other le-

gal bases either. 

- Right to data portability: You have the right to receive your 

personal data, which you have provided to us, in a struc-

tured, commonly used and machine-readable format and 

to have those data transmitted to another controller. 

- Right to object: You have the right to object the processing 

of personal data, which takes place based on Art. 6 (1) lit. f 

DGPR, on grounds relating to your particular situation, at 

any time to this processing. We no longer process the per-

sonal data in case of an objection, unless we can prove 

compelling reason for the processing, which outweigh the 

interests, rights, freedoms of the related person, or which 

serve the assertion, exercise or defense of legal rights. In ad-

dition, you have the right to object informally to the use of 

personal data for marketing purposes. Where you object 

the processing of your personal data for direct marketing 

purposes, we shall no longer process your personal data for 

such purposes. 

- Right to lodge a complaint: You have the right to lodge a 

complaint with the competent Liechtenstein supervisory 

authority. You may also contact another supervisory au-

thority of an EU or EEA member state, for example in your 

habitual residence, place of work or the place of the sus-

pected infringement.  

The contact details for the competent supervisory authority 

responsible in Liechtenstein are: 

Liechtenstein Data Protection Authority 

Städtle 38, P.O. Box 

9490 Vaduz, Liechtenstein 

Telephone: +423 236 60 90  

E-Mail: info.dss@llv.li  

Information or objection requests should be made in writing 

to our data protection officer, who is also the point of con-

tact for any other data protection issues you may have. 

 

Vaduz, December 2021 


